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Identity Crisis

Derek Parham
(Former Tech Lead - Google Apps)



| 4

Y
.

4+ years
40+ teams
4 million organizations
40 million active accounts
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April 2002

Answers 8
Ask a question. Set your price. Get your answer.

More than 500 carefully screened Researchers are ready to Log in or

answer your question for as iittle as $2 50 -- usually within 24 Create a Gooale A ¢
hours. Your satisfaction is completely guaranteed

Find out what others are saying

Step 1 - Enter your Question. Tips for great results.




Sign in with your
Google Account
Email:

Password:

[[] Remember me on this
computer.

Forgot your password?

Don't have a Google Account?
Create an account now
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yourname@gmail.com
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yourname@your-domain.com




Gmail for your domain

e Administrator has full control
o Create/delete accounts
o Reset password
o Access to control panel
o Control what service their users can access

e End users log into multiple accounts
o Personal jane234@gmail.com
o Business jane@altostrat.com
o Edu janew@school.edu

e Customized login page



Feb 2006

G M ol II Gmail for your domain

Bring Gmail to your domain. Find my login page

This special beta test lets you give Gmad, Google's Email (Go)
webmail serice, 1o every user at your domain. Gmail

for your domasn 1s hosted by Google, 5o there's no

hardware or software for you to mstall or maintain

Gmail - 2 gigabytes of storage and search
tools that help users find information fast.

Q Control Panel - Easily manage user
@ 3ccounts, aliases and mailing lists.

Want to be part of this beta test?

Gmad for your domain is currently available as a
limited beta. If your organization is interested in
helping Google test thes sernce, well consider your
dormnain for this beta. Youll need to sign mn with a
Google Account (or get a new one), and answer a few
quick questions about your orgarization and your
emad needs



http://mail.google.com

Sign in with your
Google Account
Email:

Password:

[[] Remember me on this
computer.

Forgot your password?

Don't have a Google Account?
Create an account now




http://mail.google.com/a/altostrat.com

COL )gle Google Apps for Exan

Powerf
Sign in to manage
Example.com Ther
- your gr
Usemame:
@example.com
Password: )
V' Stay signed in i yo

/_ Sign in \




Problem 1: Conflict accounts

Google Apps account Personal Google Account

] ]

' jane @ altostrat.com | jane @ altostrat.com |
Google products used Google products used
Gmail Google Answers
Data owned by altostrat.com Data owned by Jane

Only an issue if we're successful...
...80 a good problem to have!



Product launches

Consumer:

May 2005 iGoogle

Oct 2005 Google Reader
April 2006 Google Calendar
June 2006 Google Checkout
June 2006 Picasa

Sept 2006 Google Docs
Dec 2006 Blogger



Problem 2: Slow launches + Subset

Consumer: Apps:

May 2005 iGoogle

Oct 2005 Google Reader

April 2006 Google Calendar

June 2006 Google Checkout

June 2006 Picasa Aug 2006 Google Calendar
Sept 2006 Google Docs

Dec 2006 Blogger \
Feb 2007 Google Docs



Google Apps account Personal Google Account

]

jane @ altostrat.com

Google products used Google products used
"\
M & & 0 2 ©
Gmail Calendar Blogger PicasaWeb  Reader
Albums

Data owned by altostrat.com Data owned by Jane



Problem 3: Sharing

]

jane @ altostrat.com

Google products used

| o 1
—
Blogger Docs Calendar

Data owned by Jane

/

Share with: jane@altostrat.com



Google Apps account Personal Google Account

] ]

WJ jane @ altostrat.com
Google products used Google products used
Gmail Calendar Blogger Docs Calendar
Data owned by altostrat.com Data owned by Jane

\

Share with: jane@altostrat.com



What do we want?

e All Apps accounts access to all services
e Resolve conflict accounts

e Allow multi-login between accounts

e Admins can turn on/off every service

e Administrators control accounts @domain.com



Projects Required for Solution

e Get all Apps account to log into 1 login page
e Tool to help people resolve conflict accounts
e Allow multi-login in a standard way

e Create On/Off switch for every service (60+)

e Migration tool for Admins



Single Login page

://mail.google.com/a/altostrat.co

CO N le Google Apps for Exy

Power
Sign in tymanage
Examplé.com Ther

your

Usemame:

http://mail.google.com

Sign in with your
Google Account
Email:

Password:

[C] Remember me on this
computer.

Forqot your password?

Don't have a Google Account?
Create an account now




Single Login page - SAML

Google Apps

Google

I

LY

Service-now.com



Single Login page

Go aglfi: accounts

Sign in to your organization's account at: example.com

This Google Account is administered by example.com. Google doesn't host the account and so doesn't know your password.

To sign in to this account from the Google Accounts page:

Type your full emalil address e
Sign in with your
0 gle Account

Leave the password fleld blank Email-| usar@exampie.com

Click “Sign in” o
Stay signed in

You will be directed to the i -
| Swgnin
organization's sign-in page, where II

you can enter your password. AN BCCOsS WU Acoount?

If you prefer to enter your usemame and password in one step, bookmark and use your crganization's sign-in page.

Sign in at example.com



Resolve Conflict Accounts

Google Apps account Personal Google Account

] ]

' jane @ altostrat.com | jane @ altostrat.com
Google products used Google products used
| o )
™M ' o =
Gmail Calendar Blogger Docs Calendar

Data owned by altostrat.com Data owned by Jane

\

Login with: jane@altostrat.com



Resolve Conflict Accounts

An update to your account is required

You are currently using Google Voice with the personal Google Account for tim@faughnanlagace.com. "Personal" means
this account and its data are owned by you.

You may not realize it, but you also have an organizational Google Apps account managed by faughnanlagace.com with
the same address. Two letely different are using the tim@faughnanlagace.com address.

More about conflicting accounts - Video: How conflicting accounts occur

Don't worry. The data in both accounts is safe. However, Google needs your help to update your account.

[ Compare your accounts

You are currently signed in to the personal
Google Account.

Personal Google Account

Data owned by you

You probably created this account to use products
like Google Checkout, AdWords, or Picasa.

tim@faughnanlagace.com

Your personal account needs to
be renamed.

Google products used: 4

€, Google Voice

...and 3 other products. You have no
personal Gmail for this account.

View all the data to see details about the items you may
have saved in each product.

: How does this work?
iR

Google Apps account

Data owned by faughnanlagace.com

2

tim@faughnanlagace.com

com

i at
you this account.

This address is now reserved
for the organizational account.

Google products used include:

™ omail

...and others. You may also be using
products like Calendar or Docs

You can't view the product data for this account because
you're currently signed in to the personal Google
Account.

ount, sign out and

the

o You tell us which data belongs in your organization's account.
e You select a different email address for your personal account.

faughnanlagace.com.

What's the benefit? Separating your accounts helps ensure the privacy of your personal data, and puts data
that belongs to your organization in the tim@faughnanlagace.com account reserved for

Why now? Many more products are now available in organizations' Google Apps accounts. As a result,
faughnanlagace.com accounts have changed, and a side effect is that personal and organizational accounts
for faughnanlagace.com can no longer overlap.



Multi Login

Jason Hiking n + Share l -

Add account

Jason Hiking
hikingfan@gmail.com

Account Privacy

View profile



Multi Login

Personal Settings

Security Change password
Change password recovery options

Dashboard View data stored with this account

Email addresses @gmail.com (Primary email)
Edit

Multiple sign-in Off
Change



Multi Login

Gox ,gle accounts

Sign in to multiple Google Accounts

Sign in to multiple Google Accounts in the same web browser. If you turn on multiple sigr-in, you cannot use offline mail. Laam mors

® On
O o

/\ Using multiple accounts with Google products

At present, the only Google products that allow you to sign in 1o more than one Google Account in the sama web browser are:

Calendar Gmail
Code Reader
Docs Sttes
WARNING: If you enable multipbe sigr-in then gmail offline will be disabled for your account and you may lose any mail = your outbox. Leam mors

Other Google products do not support the use of multiple accounts in the same web browser. Instzad, thay dafault 1o the first account that
you signed in 10 using your cumrent web browser

If you want to use an accourt other than the first account with a product that doesn support multiple accounts, you have two options:

e Sign out of all your Googha Accounts and than sign in 1o the account you want.
e Open a different web browser for use with another account. Learn more

. ’ 4 P t Neda that : 4 . 4 +
1S Squire minutas a8 affect Note ne - uct ) | 1 mi
{ - }

Save changes | Cancel




Multi Login

Go vgl‘c accounts

Select an account to use with Google Docs:

®

Google Apps accounts

Continue _ Sign in to another account




On/Off Switch for Every Service

Google Apps for css.com f.ou:;'-c Apps ‘ austin@css.com [nbox Help Swgnowt
GOUSIC apps _Search accounts | | Search Help Center |

Dashboard Organization & users ‘ Groups Domain settings Advanced tools Setup  Support _

Add suborganization = More actions ~ (S EAQs

@) /YT tautmua tanan Al ' imune
€ Google Voice m OFF Teerns
j Google Webmaster Tools oN Kela3 Tarma
Bl | ocogk on I Tems
@ iGoogle O OFF Toms

Terms of Sarvice - Privacy policy - SyQqgest 3 feahwe - Google Home

G Ty




Migration tool for Admins

Google Apps account

]

' jane @ altostrat.com |

Google products used

M & &

Gmail Calendar

Data owned by altostrat.com

Personal Google Account

]

jane @ altostrat.com

Google products used

! O )
| it
Blogger Docs Calendar

Data owned by Jane

/

Administrator: "Who the hell is that?"



Migration tool for Admins

Google Apps account Personal Google Account

] ]

jane @altostrat.com | —{Gane @attestrateom

jane%altostrat.com@gtempaccount.com

Google products used Google products used
; -
Gmail Calendar Blogger Docs Calendar

Data owned by altostrat.com Data owned by Jane



Where's the Advil?

e Multi Login with SAML

e You can attach any email address to a gmaill
address OR you can attach a gmail address
to any consumer account

e Users want to migrate data from conflict
accounts

e Migrating users while they're logged in
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4+ years
40+ teams

4 million organizations
40 million active accounts
1 decision



Identity Crisis

Questions?



Background
feb 2006 - launch gmail

O admin password reset, multi-login through domain in url

aug 2006 - launch calendar, talk, pages

feb 2007 - premier

june 2007 - first design docs

june 2008 - talks with L&S

oct 2008 - service code work started
march 2009 - first account moved over
dec 2009 - google.com moves over
june 2010 - beta launch

nov 18 2010 - public launch



Shadow accounts

Multi-login

Domain migrator - timeline

Email as id



Start of problem



e History
o Service on the internet with email login
o Want to offer different service to business users

e Decisions
o Want to separate out admin ownership from
consumer ownership



History

Start with a consumer service
bob@gmail.com

Google Answers
Gmail



Add corporate functionality

annie@domain.com

has admin



