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check for your server’s certificate =

)

T

Tuesday, May 22, 12



check for your server’s certificate =
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— (BOOL)connection: (NSURLConnection *)connection
canAuthenticateAgainstProtectionSpace:
(NSURLProtectionSpace *)protectionSpace {

return ([protectionSpace.authenticationMethod
1sEqualToString:
NSURLAuthenticationMethodServerTrust]);
I3
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— (void)connection: (NSURLConnection *)connection
didReceiveAuthenticationChallenge:
(NSURLAuthenticationChallenge *x)challenge A
if ([[[challenge protectionSpace]

authenticationMethod] isEqualToString:
NSURLAuthenticationMethodServerTrust]) {

SecTrustRef serverTrust = [[challenge
protectionSpace] serverTrust];

(void) SecTrustEvaluate(serverTrust, NULL);

NSData *xlocalCertificateData = [NSData
dataWithContentsOfFile: [[NSBundle mainBundle]

pathForResource: serverName

ofType: @"cer"]11;
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SecCertificateRef
remoteVersionOfServerCertificate =
SecTrustGetCertificateAtIndex(serverTrust, 0);

CFDataRef remoteCertificateData =
SecCertificateCopyData(remoteVersionOfServerCertif
icate);

BOOL certificatesAreTheSame =
[localCertificateData isEqualToData: (__bridge
NSData *)remoteCertificateDatal;

CFRelease(remoteCertificateData);

if (certificatesAreTheSame) {

[[challenge sender] useCredential:
[INSURLCredential credentialForTrust: serverTrust]
forAuthenticationChallenge: challengel];

+

else {

[[challenge sender]
cancelAuthenticationChallenge: challenge];

}
1

Tuesday, May 22, 12



#import <Security/SecureTransport.h>
SSLNewContext(isServer, &context);
SSLSetSessionOption(context, option, value);
gSLSetIOFuncs(/*callbacks*/);
SSLSetCertificate(context,cert);

SSLHandshake(context):

Tuesday, May 22, 12






Tuesday, May 22, 12



NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

lZEasy




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate
[ Burden-free




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate
[ Burden-free
[JAlways on




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate
[ Burden-free
[JAlways on

[ JCan see if used




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate
[ Burden-free
[JAlways on

[ JCan see if used
[ JCan control when used




NSFileProtection..
NSDataWritingFileProtection..
kSecAttrAccessible..

[A Auto-migrate

[ Burden-free

[JAlways on

[ JCan see if used

[ JCan control when used
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Home

Alert

Critical error with API: [{"API":"Unify
1.0","Method":"AccountAdd","Para
ms":
{"account":"XMPPNotif","XMPP":

{"user":"447740816111@xmpp.con

nect.o2labs.co.uk”,"password":"
" : ||Serverll : nn : IlpOrt||:0,

"status":"O2Connect"}}}]

OK

End Call
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